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ABSTRACT

Sparkle is one of the finalists in the Lightweight Cryptography Standardization Process conducted by NIST. It is a
nonlinear permutation and serves as a core component for the authenticated encryption algorithm Schwaemm and the hash
function Esch. In this paper, we provide specific forms of input and output differences for 6 rounds of Sparkle384 and 7
rounds of Sparkle512, and make formulas for the complexity of finding input pairs that satisfy these differentials. Due to
the significantly lower complexity compared to similar tasks for random permutations with the same input and output sizes,
they can be valid distinguishing attacks. The numbers(6 and 7) of attacked rounds are very close to the minimum numbers(7
and 8) of really used rounds.
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Fig. 1. Round function of Sparkle384 (Round i)
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